Basic BIA
1. Identify Sponsor and Functional Unit managers and alternates; identify people who will
provide plan input
2. Identify the reason the ORGANIZATON exists
» Make a product
» Meet a mandate
» Provide services
3. Identify profit centers (functional units which are critical to the organization's success)
4. Identify the key processes used by each functional unit (usually 1 to 10 processes)
5. Identify risks to each of the key processes
One risk may apply to multiple processes
One process may have multiple risks
Do this task in a meeting with all members of the group; other groups
Consider the following SAMPLES (list is NOT "all inclusive")
Customers, critical (those that is lost, impact organization)
Documentation (how to)
Environment
External vendors (including transportation)
Financial backers
Government (local and up)
Image
Industry standards
Internal vendors (e.g. IT, HR, Finance)
Neighbors (other businesses, ports, roads, etc.)
Personnel (training, cross-training, availability)
Policies & Procedures
Production processes
Public service (EMTs, fire, police)
Regulations
Service Level Agreements (internal, external - sets recovery
priorities)
» Utilities (fuel, phone, Internet)
6. Prioritize the identified risks by PROBABILITY vs. IMPACT ON THE ORGANIZATION
7. ldentify means to avoid or mitigate the risks
8. Use "Manufacturer's Suggested Retail Price" for pricing to keep level playing field; your
client may have special arrangements which you may, or may not, know about.
9. Document your findings
Executive Overview
Participants (acknowledge your sources - this is critical)
Purpose
Scope
Findings & Recommendations
General
Findings (What's good, what's at risk)
Recommendation (How to avoid/mitigate risk, with costs)
Functional Unit 1
Findings
Recommendation
(Continue for each functional unit)
10. Review finding with Functional Unit Subject Matter Experts (SMEs)
11. Make changes and submit to management
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InFORMation
Create a series of tables in any application that suits the planner and the customers.
Sample tables follow.



Functional Unit Name:
Manager Name: Tel: Email:
Alternate Manager Name: Tel: Email:

Table 1 - Functional Unit Critical Processes

# Process Name Process Description (brief)
1. | (Use these names consistently throughout effort)
2. | (May have fewer than 10, rarely more than 10)
3.
4,
5.
6.
7.
8.
9.
10.
Table 2 - Process Input & Output
# Input from Delivery Via Process Name (from Table 1) Output to Delivery Via
1. | (external or Courier
2. |internal) Phone
3. Mail
4, Truck
5. etc
6.
7.
8.
9.
10.

This gives you an idea of which Functional Unit must have priority in recovery.




Identified Risks

1. | Risk name from SMEs 11. 21
2. | This is just to get people thinking 12. 22
3. | about different risks 13. 23
4. 14. 24
5. 15. 25
6. 16. 26
7. 17. 27
8. 18. 28
9. 19. 29
10. 20. 30 | Personnel (absence, any reason)

Add/delete above as needed

Functional Unit Tools Requirements

To get people thinking Regulatory documents Network Telephone (std, special?)
Paper Application A Fax
Pencils Application B Copier
Computers Business COTS software A/C (can windows open?) | Add/delete as needed

Table 3A - Risks to (Process Name) (one table for each process)

Risk (Name)

Avoidance Options

Mitigation Options (may be several - prioritize later)

Don't forget regulations, lost documentation, efc.




Table 4 - Timing

# Process Name (from table 1) Max Data Loss | Max Outage Priority
1. Sets back-up Sets recover | Within

2. frequency time this

3. Functional
4. Group

5.

6.

7.

8.

9.

10.

Use whatever terms the customer understands re Max Data Loss, Max outage
Priority is the order in which this Functional Unit's processes must be restored - this will be used later when all Functional Units are combined.

Table 5 - Work-around options

If resource name fails

Work around options are

Can be used for
(how long)

How long to recover

How to recover

Resource
name/description

One option per row

Before impact too great to
recover

Per on process unit (how
long will it take to move
pencil & paper to date)

overtime, supplemental
staffing (consider secrecy)

Resource may be repeated

Alternate site?

All tools should be in or

added to TOOLS list above




Table 6 - Functional Unit Personnel

Total Number of Employees in Functional Unit

Skill/Skill Set # Qualified | # Cross Trained

Unit management - manage functional unit tasks, personnel, budget 2 2

Identifies critical skill sets and number of employees; also assures there is some succession planning & cross-training in place.




